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“Cyber Risk is the Operational Risk to information and technology assets 

that have consequences affecting the Confidentiality, Availability or 

Integrity of information and information systems”  

(Cebula and Young, 2010). 

Introduction I 
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Objective 

• Provide a thorough empirical analysis of cyber risk  

• Test whether models which prove to be useful for operational risk can also be applied to 

an analysis of cyber risk or whether other tools are needed  

• Illustrate usefulness of our results for policyholders, regulators, and practitioners in two 

applications 

 

Contribution 

• Practitioners: provide a better understanding of cyber risks and their consequences 

• Academic audience: present effective and contemporary modeling and solution 

approaches for the novel application area of cyber risk 

Introduction II 
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Data 

• SAS OpRisk Gobal Data (22,075 incidents between March 1971 and September 2009) 
• Identification of 994 cyber risk incidents 
• Sorting of extended dataset in process (30,173 incidents between March 1971 and March 

2014) 
 

Methodology 

• Approaches from Extreme-Value-Theory 
• Loss distribution approach (e.g., peak-over-threshold method; POT) 
• Extension of POT where loss data depends on covariates (e.g., time, business line, 

region etc.)  Chavez-Demoulin, Embrechts, and Hofert (2013) 
• Comparison 

• Standard goodness of fit tests and tailored test for more advanced models 
 

Data and Methodology 
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Descriptive Analysis – Losses per Risk Type (in million US$) 

 

 

 

 

 

 

Summary: 

• All descriptive statistics for cyber risk are smaller than those for non-cyber risk 

• Human behavior is the main source of cyber risk 

• However, average losses are similar  

• Further separation into region of domicile, industry, relation to losses in other firms and 

company size 

 

 

 

 

 

 

 

Empirical Results I 
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Descriptive Analysis – Cyber risk losses by subcategories (in million US$) 

 

 

 

Empirical Results II 
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Peak-over-Threshold Approach 

• Losses above a predefined threshold are modeled by a generalized Pareto distribution 

• Losses below the threshold are modeled with a distribution common on loss modelling 

(e.g., exponential distribution) 

 

 

Empirical Results III 
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Goodness of Fit Analysis 

 

 

 

 

 

 

Summary:  

• None of the 5 single parametric distributions models cyber losses adequately 

• GPD provides best fit for single parametric distributions 

• POT approach provides best fit for cyber and non-cyber losses 

 Motivation for extended version of POT and implementation for further approaches 

 

Empirical Results IV 

TC = to come, AIC = Akaike information criterion 
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Extended POT Approach 

• Distributional parameters of GPD can be described by a function that depends on 

covariates 

• Subgroup-specific distributions without restricting data-sample 

 

 

 

 

Summary: 

• Approach by Chavez-Demoulin, Embrechts, and Hofert (2013) seems appropriate 

 Motivation for more detailed analysis 

 

Empirical Results V 
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Examples of Preliminary Results 

Empirical Results VI 

Plots for the shape parameter  
 indication of heavy-tailedness 
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Application I – Risk Management 

 

 

 

 

 

 

 

Summary:  

• Estimates for single parametric distributions seem inappropriate 

• Best fit for VaR with POT, but still not ideal for TVaR 

• Cyber losses and non-cyber losses significantly different  cyber risk needs to be 

considered separately 

 

Empirical Results VII 
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Summary 

• Human behavior is main source of cyber risk 

• Cyber risks are very different compared to other operational risks 

• Cyber risks become more severe over time 

 

Limitations 

• Identification strategy only a first step towards a more thorough analysis of cyber risk  

collecting an own database 

• Reputational risks are not incorporated  see, e.g., Cannas, Masala, and Micocci (2009) 

or Cummins, Lewis, and Wei (2006) 

 

 

Conclusion 
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Established Model 

• Implementation of loss-frequency  aggregated distribution 

• Implementation of pricing example 

• Implementation of additional goodness-of-fit tests 

• Updating of the dataset (period 1971-2014) 

 

Additional Modelling Opportunities 

• Gustafsson et al. (2006): non-parametric smoothing technique, utilizing the generalized 

Champerowne distribution 

• Dutta and Perry (2007): g-and-h family of distributions and Generalized Beta distribution 

of the second kind 

• Eling (2012): skewed distributions (e.g., skew-normal, skew-student) 

 

Further To-Do’s 
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