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Abstract

Informatics tools underlying cryptocurrencies markets, the so-called Blockchain,
is raising up a lot of interest for applications in a wide range of fields. The key
function of its use is to collect reliable information that could be used for a dy-
namic updating of contracts, that is one of the main opportunity given by smart
contracting, with an adequate support of law’s context in which such contracts
are merged, that is one of the main issue to be developed for the full functioning
of this kind of innovative business model. Blockchain and the connected smart
contracting, seem very interesting even for insurance business, in particular for
the bayesian adaptive approach which is a classic issue of actuarial science, based
on the updating of premium evaluation using the collection of new information
of risks phenomena. The new opportunity of collecting offered by the so-called
big data even for classic insurance risks as for example, health, driving, climate
and seismic events, together with the validating role of Blockchain approach,
seem to be the perfect scenario for a massive use of smart contracting in insur-
ance business. In this paper we describe the scheme of a flood risk insurance,
the bayesian adaptive design of the contract, using Blockchain to validate both
new data of risk phenomenon and the effect of mitigation of the faced risk due
to infrastructural works.

Keywords: Blockchain, smart contracts, flood insurance, bayesian infer-
ence.

Introduction

The insurance sector, among many others, has an increasing interest for the
application of blockchain technology, introduced by the milestone paper by the
inventor Nakamoto [1], to its business, as shown by many documents of main
insurance groups (let see [2], [3]) and consultancy firms ([4],[5],[6],[7]) and we
have arrived to the creation, in 2016, of the B3i, the first blockchain-centered in-
surance consortium (as described in [8]). The key point for the use of blockchain
for insurance business is the feasibility of smart contracts in this sector and the
answer seems to be positive almost for the so-called instantaneous insurance, i.e.
contracts with short duration which imply an automatism in issuing and in pay-
ing the eventual benefit settled in the contract as, for example, the flight delay
insurance proposed by AXA, called Fizzy, completely developed on a blockchain
platform.
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In Gatteschi et al. ([9],[10]), there is a complete resume of the potential ad-
vantages of blockchain in many processes characteristics of insurance business,
for instance the increase of speed of claim processing, data entry for identity
verification, collecting reliable data for fraud prevention, use of mobile devices
for instantaneous insurance (as the case mentioned before). One of the potential
application field which still has to be investigated is peer-to-peer insurance or
reinsurance (let see, [11], [12]), though it must be said that, at present, they
are not real peer-to-peer models, as they have a traditional insurance model or
risk carrier behind them, supporting the heavy part of the insurance business.
In this context, smart contracts could represent an important innovation and a
prototype solution based on the Ethereum blockchain has already been imple-
mented [13]. It should be underlined, however, that the adoption of peer-to-peer
insurance models by the wider public is not imminent yet since a large part of
customers still considers necessary the interaction with intermediaries [14].
Our paper is focused on the analysis of the potential use of blockchain tech-
nology for smart contracts which consider a multiperiodic insurance coverage,
exploiting the automatism allowed by blockchain technology for updating the
contractual conditions, based on new reliable information collected while time
passes. Up to our knowledge this is a new issue in the literature and our aim is
to underline opportunities and criticisms of this kind of contracts.
This periodic updating of the contract is a well-known approach in actuarial
science, e.g. the so-called credibility theory, which is based on a bayesian adap-
tive scheme.
Among the possible fields for applying a bayesian adaptive scheme in a multi-
periodic insurance coverage, we choose one of large current interest, that is the
risk connected to extreme climate events and, in particular, we analyze the flood
risk. To pursue this kind of research we need a multidisciplinary approach, since
the macro-fields which are involved are the actuarial science for the quantitative
analysis, an engineering expertise for evaluating the flood risk in a certain area,
the legal point of view in order to give a proper law support for smart contracts
in a multiperiodic scenario and, finally, the informatics expertise to explain the
process provided by blockchain technology.
Considering the current instruments for an economic mitigation of extreme risks
due to climate events, traditional reinsurance, cat-bonds and resilience bonds,
we propose an approach similar to one implicit in resilience bonds scheme, that
is not only a coverage of eventual damages, but also the opportunity of financing
infrastructures for mitigating the risk. Our propose is based on the calculation
of the insurance premium at issue date and at every updating time, based on
information collected at each time in a classic bayesian adaptive scheme, such
that the premium level may automatically change time by time. Furthermore,
at each renewal time, part of the eventual surplus of the premium payed respect
to the payments occurred for damages has to be (automatically, settled in con-
tractual conditions) used for financing mitigative infrastructures. Blockchain
technology has the role of certifying reliable new information and also the state
of mitigative infrastructures, which can vary according to the use of the surplus
as mentioned before.
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This paper has the following structure. In the first paragraph the engineering
point of view of measuring and mitigating flood risk is presented. In the second
we present an overview of the legal aspects of smart contracts in a multiperiodic
scenario. In the third paragraph it is presented the bayesian adaptive design
of the contract according to an actuarial approach. Then we propose some
conclusions and mainly some comments of possible developing lines of this mul-
tidisciplinary research.

1. 1. Assessment of flood risk of critical infrastructural systems

1.1 Flood and critical infrastructure

Since the early 1970s extreme events associate to natural disaster have been
growing both in frequency and intensity. Specifically during the last 15 has
been recorded an increase of 2% a year [15] . The same increased trend was
also reflected on the number of disaster flood events more than 600 from the
year 2007 [16] . What happens in the year 2013 in the Central Europe was par-
ticularly impactful: 16.5 billion in economic losses (large-scale damage across
Germany, the Czech Republic, Hungary and Poland) for 4.1 billion in insurance
paid claims. The year 2013 has negative record of the increase of flood dam-
ages of approximately 50% respect the period 20032012 [3] and to show for first
time three consecutive losses exceeding 100 billion in a 10 years period time [15,
18]. These figures represents an evidence how the increase of the population
in urban areas [15] and the consequential increase of their complexities of both
social and technological dimensions define a bottleneck within flood risk man-
agement. In fact the rapid growth of human concentration and urbanized areas
has increased the exposure to the existing flood recurrence time making more
difficult the realization of proper mitigation measures such as the availability of
the land to be settled as potential flood risk zone. Among different assets that
increased their risk to flood due to an increased exposure Critical Infrastruc-
tures (CI) need a specific emphasis. Critical infrastructures represent body of
systems, networks and assets that are essential for the functioning of a society,
publics health and/or safety and economy of a nation. CI are thus engineering
and technological networks, such as energy/water supply, transport services,
water supply, oil and gas supply, banking and finance, and ICT (information
and communication technology) systems. All these systems are important (and
thus critical) to maintain essential functions of society, and their failures can
heavily seriously affect the population, economy, and national security [19, 20].
Such CI systems, facing with the increase of the complexity of urban systems
must strengthen their interactions among people, activities, and properties. In
fact this represents an increase of the vulnerability without the possibility to
build new infrastructures in risk areas mainly due to lack of land [20, 21]. In
other words the complexity of infrastructures and urban systems lessens the
activities of components in a crisis period. This is the reason that addressed
the attention of policy-makers, economist, urban planners, engineers, insurance
companies and scientist to find innovative Risk Management frameworks to
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more sustainable and more resilient cope with climate changes effect and nat-
ural hazards [22]. A new approach has thus been gradually developed, based
on the concept of urban resilience, nowadays implemented within the Sendai
Framework for Disaster Risk Reduction [23].

1.2 The concept of Infrastructural Resilience

Due the complexity and independency of infrastructure in urban areas there
is an higher risk to have cascading effects in fact generating secondary effects
in areas much more far from the real flooded area [21, 24]. It is a key aspect to
minimize the secondary problems that flooding of networks may have [25]. In
order to move towards these directions a novel risk reduction approach based on
a strategic development of urban and infrastructural systems has been proposed
within the last Sendai Protocol developed in the 2015 based on the resilience
concept [26]. Based on the United Nations Office for Disaster Risk Reduction
(UNISDR) within the term resilience was introduced a time reference respect
the disaster event (i.e. ex-ante, during, ex-post) and the concept of essential
functionality of the communities, infrastructures or any other type of systems
under the effect of an hazard [27]. In this way resilience it can be seen as as
the capability to withstand a shock or stress, resisting and adapting, in order
to restore the initial functionality [1]. This is also involving the definition of ab-
sorption/resistance, adaptation, recovery capacities to (re) create or maintain a
balance functionality of the system [15]. In this definition there is the proactive
capacity to learn and thus anticipate the effect of a catastrophe [15]. Resilience
has direct connection with ecological dimension as proposed by Holling [27].
The definition can be thus generalized as capacity of a system to absorb distur-
bances and to recover after a major disruption and to restart an activity on the
territory [15]. Different methods have been proposed to assess resilience and role
of the infrastructural resilience within it. For example in the work of Serre et
al. [15] is proposed for urban/engineering networks are able to propagate flood
risk the overall urban resilience is identified into 3 main capacities namely: Re-
sistance capacity, Absorption capacity and Recovery capacity. Similarly like in
the concept proposed by Bruneau et al. [28] with the introduction of the 4Rs
(i.e. Robustness, Redundancy; Resourcefulness; and Rapidity) approach. It is
thus evident how conceptual and (semi) quantitative model approaches based
on the selection of a set of proper indicators must be developed for assessing
the effectiveness of specific mitigation and/or adaptation strategies within an
overall Risk Reduction framework.

1.3 Flood Risk definition

As mentioned urban population increase and the consequential rise of the
increase complexity of the CI represent factors that amplify the level of local
vulnerability [29, 30]. In fact there is a direct connection of the natural hazard
losses to the number of people and complex infrastructure living in areas prone
to hazards. Thus the assessment of the Risk losses is not a trivial task since
both the engineering dimension as well as the social impact should be evaluated.
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Generally the Risk to natural disaster including flood is defined within the
probability perspective in terms of occurrence time of a certain hazards, factored
by the severity of its consequences [31] , according to the following formula:

Risk =Probability x Consequence (1)

Thus Risk represents a key instrument and criteria leading to flood zone
management policy, land and infrastructural development planning [32]. It is
thus evident the important role of the engineering dimension to assess the po-
tential cost/benefit in terms of decreased flood risk level once a specific CI (or
other engineering system) is strengthened and/or newly built. Risk formula
presents also other expended description on where the probabilistic dimension
of the Hazard is then related to the Exposure and Vulnerability. Both aspects
are related to the intrinsic propensity of a certain asset to be at Risk. Thus, the
engineering aspect to understand the effects of an hazard of a certain magnitude
is essential. This general formula is reported below:

Risk = Hazard x Exposure x Vulnerability (2)

Within the proposed Risk assessment there the need to use GIS-based system
on which hazard (e.g. flood), vulnerability and assets maps are combined trough
the use a weighing process and normalization. This task has to be replicated
for each climate-related impact [33]].

In this way the flood risk assessment is translated in terms of potential loss
and damages costs. This is most of time impossible to be done for each in-
frastructure and/or asset at risk due to data scarcity. In these way insurance
companies databases are often using proxies to overcome this bottleneck. As
reported by Kaspersen and Halsnes [34] Danish Insurance Company define a
damage function and unit damage costs based on flood levels for different build-
ings during extreme precipitation. In this case health costs (based on number of
people exposed to mixed rain-sewage water) and expected costs for different rain
patterns considering extremes climate event are calculated in monetary values
as losses for each asset and damage costs. Since quantitative and probabilistic
approaches are not always possible to be used and converted into a monetary di-
mension (mostly in connection to the social dimension, the effectiveness of Risk
Reduction scenarios through a Multicriteria Assessment (MCA) towards urban
adaptation planning [35]. Normally with adaptation strategies are beneficial for
the overall resilience of certain system and thus its risk reduction. According to
[36] for physical systems can be identified in 2 types of measures namely hard
and soft. The first referred to (semi)permanent installation within the area
of the potential flood, the second ones are those relate to natural process for
example like are tackling flood in terms of erosion decrease and or increase of
roughness in the flooded areas [15, 37].

1.4 Holistic resilience approach for Risk reduction: a new paradigm
for adaptation and mitigation strategies

Within the presented perspective there is a need to move towards an holistic
risk reduction to areas prone to natural disaster not only including the en-
gineering infrastructural system but also the social and territorial dimensions
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in terms of human, environmental, financial and political system which could
increase or decrease the overall resilience. Consequently there is need to as-
sess how potential CI infrastructure improvements including hard and/or soft
measures together with financial and insurance mechanisms can optimize the
overall territorial resilience. In this context there is a need to develop quantita-
tive or semi quantitative approaches that could evaluate the optimization in a
sort of cost/benefit analysis among the capacities characterizing the resilience
of an urban system and/or community. In this respect over the last decade
particularly attention was devoted to the selection of specific on risk assess-
ment with an emphasis on the measure of vulnerability areas and community
at risks [38]. In fact on this extend the select of specific vulnerability indicator
for food risk can have a real effect on the formula used to define the local risk.
Nowadays most of the common indicators are addressed to characterized vul-
nerability in terms of susceptibility, fragility sometime even embedding specific
resilient aspect such as adaptability [15]. The aspect to move towards a new
paradigm of the disaster risk reduction emphasis the multidisciplinary of the
resilience thus including ncluding the social, economic, institutional, infrastruc-
ture/engineering and community structure and all the connected information
[15, 39]. Thanks to the indicators methodology, it is now possible to explore
social, urban, technical phenomena and to determine which area is more or less
resilient by a comparative work [39] normally within a Multi Criteria Analysis
(MCA) approach. The technical dimension and thus the engineering perspec-
tive within this approach highlight the importance of taking into account the
assessment of the critical infrastructure vulnerability, and more specifically ur-
ban networks facing with natural disaster such flood risk. The study of Serre et
al. [15] proposes an assessment on the impacts of potential disruption of urban
networks based on the evaluation of the capacities that characterized the level
of resilience of a urban environment from a technical perspective. In this the
methodology is able to identify resilience characteristics at the urbane scale and
to plan for enhancing strategies. The contribution of the use of MCA model
identified factors that would lead to increase urban resilience, highlighting the
importance of urban networks and critical infrastructure. As reported in the
work of Feofilovs et al. [40] the approach Mayunga [41] provide also a consis-
tent holistic method resulting in an index score for the measure of communitys
disaster resilience taking into account both the different phase of a disaster (i.e.
mitigation, preparedness, response, and recovery) and the potential dimensions
of resources (so called capitals including the infrastructural) that can be mobi-
lized (i.e. social, human, economic, physical, environmental) or affected by an
occurred hazard.

1.5 The need of multidiscipline interface: the implementation of
the block chain

Several examples of urban disasters show the challenges still actual in urban
flood management, especially in an uncertain context, driven by as strategic
and innovative approaches to build urban resilience strategies. It is thus clear
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how within risk assessments, hazards need to be identified, together with es-
timations of their probability, and quantification of the impacts these hazards
will have on vulnerable areas. This enables adaptive management strategies to
be developed. This becomes even more a crucial aspect towards sustainable de-
velopment plans and strategies according to the framework of the so called Sus-
tainable Energy and Climate Action Plans (SECAPs) for Municipality. Within
it Risk, Vulnerability assessments represent aspect that must assessed, evalu-
ated and improved [33]. Within the definition of measures addressed to enhance
the infrastructural resilience for the engineering dimension must be emphasized
how preparation, resistance and adaptation capacities to flood Risk are spatial
and time dependent. All these aspect suggest how there is a need of a new and
innovative technology toward the direction of an integrated Risk Management
toward strengthening resilience to flood at urban level In this direction is going
the latest development advances in computing power within the processing of
Big Data that can anyway create a criticalities once there is a need of analysis
and processing of several dataset such as environmental, flooding, geological,
weather, satellite obervations, topography/cadastral location, corporate, spe-
cific insurance, social economic, Risk/Hazard [42] specifically addressed for the
flood risk evaluation. In this direction is going the use of Big-Data and the latest
development of computing power that can anyway create criticalities once there
is a need of analysis and processing of several dataset such as environmental,
flooding, geological, weather, satellite obervations, topography/cadastral loca-
tion, corporate, specific insurance, social economic, Risk/Hazard [42] specifically
addressed for the flood risk evaluation. Rumson [42] underlines the need to bet-
ter assess risk flood thanks to improved ability of programming device to store,
process and analyse aggregated and disaggregated data, combining database and
real-time streaming data [43]. In this way is highlighted the need of an holistic
approach on data collection, analysis and processing with different types of an-
alytical tools involving Geographical Information Systems (GIS), probabilistic
modelling and definition of the damage curve thus in connection of engineering
aspects relied to the vulnerability of physical assets exposed to Risk (e.g. any
type of networked critical infrastructure as key instrument proposed. This in-
terconnection and multidisciplinary aspect can thus support the development of
proper insurance-based mechanisms as an option of adaptation able to increase
local resilience to flood Within this view blockchain technology represent a good
platform to mitigate risk and vulnerability towards the collection and analysis
of different data source (i.e. Big data related to GIS systems, Environmental
variables, Exposure data, Social media data, etc..) a real time risk assessment
and thus a better definition of a risk-based pricing of insurance policies facing
with potential losses. The article of Hokey Min [44] emphasis how within a
blockchain platform Big Data and any other types of distributed database can
be more efficiently share and more fast confirmed and validated. Within the
same article the author explains the potential of blockchain to categorize and
assess vulnerability and risk associated to a certain occurrence probability, and
how consequently develop contingency plan for risk mitigation.
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2. An overview of the legal aspects for multi-period smart con-
tracts

To highlight the scientific and applicative gap of a specific smart insurance
contract against natural hazard, the first methodological approach, specifically
the legal one, leads to an overview of the state of the art of the thematic areas of
implementation of smart contracts themselves. The most important implemen-
tation of the Bitcoin protocol is without any doubt Ethereum, with its cryp-
tocurrency Ether (second to bitcoin by capitalization and by currency/dollars
exchange). This platform allows the use of the so-called Smart Contracts.[45]
These ”smart contracts” are the development of the research carried out by
Nick Szabo, who in the nineties was a reference author in the data encryption
landscape. In 1997 he published two papers [46] in which he theorized a system
of transfer of rights in execution of a mathematical algorithm, inspired by the
sales system of vending machines.[47] The following year he released the third
paper in which he formalized the concepts outlined in previous works. In his
scheme a specific property right is included in a title intended to circulate, to-
gether with related information.
The transfer is put into a mathematical-cryptographic security and the owner-
ship title is placed in a logical chain of previous similar securities as a guarantee
of the continuity of operations.[48] Thanks to the invention of the Blockchain,
in 2014, the twenty year old Vitalik Buterin, outlined the characteristics of what
then became the main platform for the development and performance of smart
contracts: Ethereum. The purpose of this platform is to provide a Blockchain
tech-tool with a built-in programming language, which can be used to build
”contracts” and to encode functions, so that these contracts are self-executed
in accordance with the pre-set rules: all this simply by writing the logic of their
operation in a few lines of code.[49]
There is no universally accepted definition of Smart Contract, due to its recent
appearance on the scene and its technological complexity. A simple definition is
that of an agreement whose performance is automatic, so an algorithm for com-
puter transactions, which comply with the terms of the contract. [50] Perhaps a
more correct definition, even thinking about the applicative scope of the paper
was provided by the Italian IVASS (Italian Institute for Insurance Supervision),
according to which smart contracts are contracts that are written in a specific
language that can be understood, translated and executed by a computer, whose
clauses can produce actions without external intervention based on information
received in input and processed according to predefined rules.[51]
In accordance with the fact that the characteristics of any good or data can be
digitized and represented by a code, each of these informations can be stored
and secured in a distributed register, not only from a static but also a dynamic
point of view .The operations and the agreements between the nodes of the net-
work can be tracked and their execution can be automatically performed by the
Blockchain itself without the intervention of intermediaries. All this has become
possible thanks to the Smart Contracts which, as IT protocols, formalize the
elements of an agreement and automatically execute the terms of the agreement
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(terms that are therefore predefined) when the conditions foreseen by the agree-
ment are fulfilled (even the conditions are therefore predefined and codified).
In a nutshell, to provide a significative statement in order to understand the
operation of smart contracts a smart contract is a piece of code which is stored
on an Blockchain, triggered by Blockchain transactions, and which reads and
writes data in that Blockchains database [52] The development and evolution
of Smart Contracts have been sudden, their application is expanding day by
day. In addition to Ethereum, other open source projects were born to create
increasingly sophisticated Smart Contracts (like Counterparty and Mastercoin).
To date, they have been created to automatically execute derivatives, futures,
swaps and options. They have also been used to build platforms for the sale
of goods on the internet, among unknown people, without the help of central
authorities. [53]
As regards and more closely related to the development of the paper, the most
analysed state of the art, to obtain a link to the current regulatory substrate
referred to in the blockchain, was clearly that of the insurance dynamics. In the
insurance sector, forms of insurance have developed that use Smart Contracts.
The first example is InsureETH, an UK startup, in the field of airline reimburse-
ments/compensations. Another case is that of the pilot project of the American
International Group (AIG) together with IBM and Chartered Bank who worked
together for a multinational insurance coverage, preparing a Blockchain insur-
ance Smart Contract.
It is worth adding that recently AXA insurance [54] in order to refunds follow-
ing delay or cancellation of the flight, has developed an extremely interesting
smart contract. The insurance called Fizzy, appears revolutionary because, as
described in the AXA portal, it excludes any kind of negligence, tipycal instead
of the traditional insurance dynamics. The smart insurance, regardless of any
external event or subjective / objective liability, automatically compensates in
case of flight delay. [55]
And therefore, summarizing the two research questions, it is possible to de-
termine that, firstly, the smart contracts have had a rapid development and
evolution, and secondly, in the insurance sector, the blockchain technology is
used and relegated to the automation of the mechanism of compensation. This
huge implementation gap leaves the way for the use of blockchain data stor-
age technology and modification of the contractual structure. In practice, it’s
time to move from a purely refund insurance blockchain to a big data manage-
ment one.[56] In order to the title section, what would be the difference of a
standard smart insurance contract, therefore with instant effect, compared to a
multi-period contract? One of the main differences was highlighted at the end
of the section just ended. and it is quite clear that the main difference is about
multiperiod. And, in this case it is appropriate to clarify this aspect, because
multiperiod is not necessarily synonymous with a long term as the smart stan-
dard contract is not synonymous with short term.
The desired multiperiod implementation within the smart insurance contract is
subject to the fact that, periodically, through the storage of data from external
certified sources, using the blockchain technology, the contractual structure can
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change, such as the insurance premium, the sum of compensation or the deter-
mination of the percentage of risk.[57]
And therefore, even if in a perspective about natural disasters, the scanned
periods may be related to prolonged periods, the determination of multi-mode
concerns the scanning of temporal phases in which it is possible to change and
modify essential elements of the contract without the latter termination or re-
quiring a new agreement between the parties. The second difference concerns
the method of using the blockchain technology. Picking up one of the smart
contracts mentioned above in the insurance field, the blockchain is simply used
in two steps: 1) validation of the insured event, such as the hours of flight delay,
and 2) the payment of the sum of money.[58] In other words, in the very few
applicative experiences that took place in the last few years, insurances first of
all made use of blockchain technology as an instrument to verify the insured
event. The information, using as an example the AXA contract, deriving from
the airline are stored within the blockchain data flow and any event of delay
beyond the allowed limit ”unblocks” and acts as a check and authorization for
the second step.
The one-dimensional perspective of the contract in relation to the uniqueness
of the period, understood as a contractual phase, emerges clearly. The data
entered and the ”transformation” of these through blockchain technology into
legal effects, such as compensation, are contained in a single phase, without
any possibility, that extends or changes the contractual structure. Therefore,
in a one-dimensional perspective, the will of the parties, the economic agree-
ments, regardless of information, external events, blockchain technology acts
exclusively as a verifying agent of the insured event, relegated to a kind, using
a parallel with civil law, of contract for future effects.[59]
On the other hand, the contract that, hopefully, should be implemented, in-
volves a completely different dimension, that of periodic data scanning, aimed
not at the termination of the contract, but at its evolution, change and adap-
tation.
In the perspective of a multi-phase contract, the relevant data, in accordance
with the insurance dynamics against natural hazards, for example, rainfall, the
height of the rivers, the damage previously incurred, not only serve to create
a network of useful information to counteract the harmful phenomenon of risk,
but also serves to store information using blockchain technology. The imple-
mentation, in addition to the aforementioned characteristics of a smart insur-
ance standard contract, involves the perpetuation of the contract, step by step,
following the flow of data and the physiological modification of the initial pa-
rameters to which the parties have expressed their consent.
It is essential to delineate, first, the minimal and necessary features of a multi-
phase contract mentioned above, and secondly, to highlight if there are exam-
ples, even partials that can be joined from a regulatory point of view to the
latter. What are the minimum and essential characteristics imputable to such
a contract?
Onerous, and therefore, taking up the standard scheme of an insurance con-
tract, the agreement is based on the bilateral provision by which the insured
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party pays, at agreed intervals, a sum called insurance premium, to the company,
which, in the case which the event occurs compensates the damaged party.[60]
Aleatory, in the sense that the insured event, even if determined, described and
outlined, is uncertain in its occurrence.[61] IT, in the sense that the stipulation
of the contract occurs through an online platform through blockchain technol-
ogy. In particular, the methods of signature are constituted by the expression
of consent through the use of a digital signature device. Blockchain Technology.
Real time data flow, in the sense of an IT contract structure able to receive
data and information related to the insured asset and related environment able
to modify time by time the initial parameters set out in the stipulation of the
contract. [62]
Automatic renegotiation, automatic consensus, in the sense that the contract,
considering the flow of data, capable of physiologically modifying the initial
parameters of the contract, is legitimated, in relation to the flow, to change
economic conditions even when the new conditions result ”in peius” for the so-
called weak party, the insured subject.[63]
An analysis of the contracts disseminated with the individual characteristics
mentioned above can be carried out by determining some cases that are widespread
within the Italian regulatory system.
As far as the cost of the contract is concerned, this is meant as the one in which
a subject receives an advantage in exchange for a non-gratuitous disbursement,
defined as performance. There is a close relationship between advantage and
performance, a causal link. A typical example in the Italian civil code panorama
is represented by the sale, regardless of whether it concerns movable or immov-
able assets, in which a subject pays a sum to another party and the latter, as a
counter-claim, sells the asset de quo. [59]
The dynamics inherent in the concept of ”aleatory”, on the other hand, per-
tains to the uncertainty of the occurrence of a determined event. Remaining
in the specific theme of research and paper, clearly the insurance contract is
the perfect example. IT technology is inherent in the numerous chaos of digital
contracts. In particular, a digital contract is an agreement entered into on an
online platform through which legal effects desired by both parties emerge. one
of the best known digital contracts is certainly the one related to e-commerce
platforms, through which the buyer, in exchange for a payment, in most cases by
credit card or similar means, purchases one or more assets on a website, which
can act as a vendor tout court (Nike store, Ticketone) or as a mere intermediary
(Amazon, Ebay).
The technical definition of blockchain is ”decentralized ledger and cryptograph-
ically secure transaction” [64]. More generally, it is a technology that makes it
possible to exchange not only information on the internet, but, for the first time,
properties as well. Not therefore the simple payment or exchange of goods and
services, but, thanks to this innovation, any other form of collaboration between
men can take advantage of the possibilities offered by the network. So, when we
talk about blockchain, we refer to an international safe register, shared by all
the subjects acting within a specific computer network, based on peer-to-peer
technology.
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The chain has the peculiarity of recording and archiving all the transactions
that are carried out within that network, not requiring the presence of third
parties, so-called trusted. The name blockchain originates from the nature of
the structure: each node of the network has a specific function in ascertain-
ing the information entered, which is transmitted to the next node in a chain
formed by blocks, the blockchain indeed. All transactions carried out to date
and verified directly by the system are recorded in it. In fact, transactions are
only possible if they are approved by 50% + 1 of the nodes.[65] The European
association of credit institutions has, in one of its reports, expressed a positive
opinion about the reliability of the system. The main characteristic of the whole
IT structure can be synthesized with a single term: decentralization. In fact,
there is no central repository in the blockchain but a peer-to-peer between users,
by entering transactions in blocks.[66]
In a standard blockchain architecture, transactions are created from active com-
ponents inserted in the network: the active user is called node and transfers
Bitcoin to another node inserted in the network. The blocks of the network are
created, in a chain, by other participants in the architecture that are defined
miners. Miners to create blocks must solve complex algorithms and, if they
succeed, they are rewarded with some Bitcoins. The newly created transaction
is distributed and validated following a rigid one verification protocol to avoid,
among others, the problem of ”double spending problem ”. In practice, the
validity of one transaction is confirmed with the consent of the nodes of the
network on the basis of parameters set for the operation of the network itself;
the nodes that validate they are rewarded with Bitcoins. When the validity of
the transaction is verified, the miners put it in a block and the transaction is
executed (performed) in full respect of privacy.[49]
The flow of data, in the sense of the mere consecution of information entered in
an IT platform, can be understood thinking of what is set out above regarding
the smart insurance contract on air delay. the peculiarity of this contract is the
discrepancy between the initial condition, and therefore the uncertainty inherent
in the event, and the event itself. In practice, following the random logic of the
insurance contract, the peculiarity consists in the input of data in real time and
the consequent immediate simultaneous supply of the sum established in favour
of the insured subject. The change of facts, the occurrence itself, modifying
the conditions and using IT produces legal effects.[50] In the determination of
a new possible contract the flow of data, albeit with different purpose, that is
exclusively that relating to the change of the editorial, risk and insurance pre-
mium parameters, and therefore excluding the provision of any sum, it would
have exactly the same functioning.
The last single feature inherent to the possible implementation of the contract
de quo, concerns the forecast and contextual acceptance of the parties, of the
modification in fieri of the economic conditions. This profile is closely linked to
the data flow above. In particular, a data entry could be envisaged as per the
insured asset, as well as the surrounding environment, capable of modifying the
economic conditions, and therefore the insurance premium.[67] A contract to
refer to and to use as a potential analogy tool certainly concerns the so-called
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variable interest rate mortgage. A variable rate mortgage is a type of mortgage
whose interest rates vary based on the performance of certain parameters indi-
cated in the contract.
The reference parameters to which the interest rates are linked are usually the
Euribor (EURo Inter Bank Offered Rate, ie the average interest rate of the
financial transactions in Euro between the main European banks) the IRS (In-
terest Rate Swap) - EuroIRS or the Official ECB Reference Rate. The Euribor
(Euro Interbank Offered Rate) is the interest rate used as an indexing param-
eter for variable-rate mortgage loans. The Euribor has replaced the national
indexes since January 1, 1999. It is calculated daily as a simple average of the
quotations recorded by a group of banks representing the European and world
credit panorama selected by the European Banking Federation.
The reference rate for variable-rate mortgages is published daily at 11 am by a
group of banks representing the European credit landscape. There are currently
20 institutions that contribute to taking over the Euribor.[68]
Summarizing the main section, regardless of the will of the parties that have
signed the contract, the data coming from a third party, an external and in-
dependent entity, the economic characteristics may undergo changes. and so,
if the Euribor, with the flow of data, is capable of modifying, inaudita altera
parte, with the increase or decrease of the interest rate, the economic conditions,
imposing on the parties, as above, with a view to an insurance smart contract
against natural hazard, the flow of data entered into the digital blockchain
platform is capable of modifying the parameters, such as risk and insurance
premium, regardless of the parties will.[69]
For the purposes of drafting the paper, it is worth highlighting that almost all
the features, some of which are inherent ex se, such as compensation and the
”alea”, others for subsequent implementation, such as IT, the flow of data and
blockchain, are adaptable to our contract implementation project. As regards
the dynamics of the renewal of the consensus to change the initial parameters,
it seems appropriate to briefly outline a double scenario. Prima facie, the dy-
namics of the variable rate inherent to the loans, by structure and contractual
framework do not seem to coincide with the insurance dynamics, and therefore,
and this is the trait d’union with the section of engineering mitigation risk, [70]
it appears extremely prudent to operate a contract in which a high premium
insurance is envisaged, above the real initial risk. In particular, when the ini-
tial conditions change into peius, the prize in any case continues to be suitable
from the point of view of the insurance company for the continuation of the
activity, and when, with defined time scans, reconnecting to the theme of the
multiperiod, the risk conditions reduce the difference between the bonus paid
and the premium that, ideally, would have been corrected from a mathematical
point of view, could be used to create risk mitigation structures.[71]

3. The actuarial model: a bayesian adaptive design of the contract

In this paragraph the bayesian adaptive design of the multiperiodic contract
is described according to an actuarial scheme. Let H(0) be the set of data
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representing information collected at time 0 starting from time −m and let

W (0) = f(H(−m, 0) ≡ f(H(0)

the premium which has to be paid for one unit of time until the first updating
time. Among such data we have the damages due to the insured risk and other
information relative to flood risk, mitigative infrastructures and so on.

Let m1,m2, ... be the sequence of updating times settled in the contract.
At the generic time mi, with i = 1, 2, ..., exploiting the collected information
starting from−m, that is H(−m,mi), the new premium becomes

W (i) = f(H(−m,mi) ≡ f(H(i)

and has to be payed until updating time mi+1.
Let assume that the collected information H(0) is the historical series of the
damages x(i), with i = −m,−m+ 1, ...0, in each time unit starting from −m to
issue date 0

H(−m, 0) = x(−m), x(−m + 1), ...x(−1), x(0)

and let assume Hr(0), for r = 1, 2, ..., the estimate of the r− th moments of this
random variable. If we assume a premium principle based on a variance style
charge, we are interested only in H1(0), H2(0) and so the premium for a time
unit starting from issue date, W (0), could be expressed as

W (0) = f(K1(0),K2(0)).

Starting from issue date the contract provides the payments of the premium
W (0) for each unit of time, until the contract will have a first update, at time m1,
based on the arrival of new information, that is H(1,m1) = x(1), x(2), ..., x(m1).
At time m1, using all the information registered in the interval (−m,m1) we
have new estimates of H1(m1), H2(m1) and consequently the premium becomes

W (m1) = f(K1(m1),K2(m1))

which has to be payed for each time unit from m1 + 1 to next updating time
m2.
Let ni = mi −mi−1 with i = 1, 2, ... be the number of time units between mi

and mi−1, so the total premium payed in such interval is niW (i). The difference
between such total premium and the total claim in the same time interval C(i)

niW (i) − C(i) = U(i)

is a profit or a loss for the insurance company.
The contract could provide that in case of profit, i.e. U(i) is positive, part of
the surplus obtained by the company will be shared with the insured, that is,
used for infrastructural investment for risk mitigation. The evaluation of mit-
igative infrastructures costs and their impact in term of risk reduction, has to
be assessed by an engineering analysis as described in paragraph 1.
The effect of this infrastructural investment on this numerical model could be
introduced by a not decreasing sequence of thresholds L(i), with i = 1, 2, ..., in
the interval mi−1i,mi, which have an impact on the damages in the same time:
the higher is L(i), the lower we expect the total damage C(i).
The assessment of the relationship between surplus and threshold increase has
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to be implemented using engineering issues. It seems reasonable to consider a
delay between the arise of the surplus and the effect on threshold, due to the
time necessary to accomplish the infrastructures.

The role of blockchain technology is the certification of the collected infor-
mation and the automatism with which the contractual terms (i.e. the premium
level and the sharing of the surplus) should change at each updating time. Such
automatism is the core of the concept of smart contracting, that is an update
of the contract without a new bargain between the two counterparties. The
legal aspects such that smart contracting is really admissible for this kind of
insurance contract, has been analyzed in paragraph 2.

4. Comments and further lines of research

This paper has presented an insurance contract facing flood risk in a mul-
tiperiodic scenario, based on an adaptive bayesian scheme, pointing out the
opportunities and the criticisms by the point of view of the disciplines which
are involved: actuarial, engineering, law. We disregard to detail the informatics
aspects linked to the blockchain technology, leaving this issue to the specialist
informatics literature. We underline that a classical actuarial approach, the
bayesian adaptation due to the collection of new reliable information on the
considered risk, could be inserted in a smart contract approach, with the sup-
port of blockchain technology.
Since the risk is the flood one, we remark that an automatic updating scheme
of the contract could concern also the infrastructures which have the role of risk
mitigation and that also such component of the contract could be linked to the
certification of blockchain approach.
Develops of this research could be imagined in various directions. The engi-
neering and the actuarial approach have to dialogue in order to make their own
analyzes usable and useful one for the other and the legal overview has to clar-
ify all the aspects such that the automatism provided by smart contracts in
multiperiodic scenarios can be effectively conceivable in real cases.
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